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Companies have drastically improved cybersecurity, and across-the-board businesses in every 

industry are focusing on data protection and adopting more stringent data protection policies. 

 

 

 

 

 

 

An unexpected benefit of the pandemic is the impact some of these technological changes will 

have on the environment. Pre-pandemic, there was already significant pressure on companies to 

invest in sustainability. According to a study by Accenture, migrations to the public cloud could 

reduce global carbon emissions by as much as 59 million tons of CO2 annually. Reducing total IT 

emissions by 5.9% would be equivalent to removing 22 million cars from the road.  

 

 

Last spring, the world undertook a vast experiment in remote work. Initially, the focus was on 

collaboration, security and efficiency. In those terms, the experiment was a success. But now, the 

distributed workforce is driving major commercial and societal changes, and the impact of 

these changes is coming into focus just now.  

Prior to the pandemic, there was already considerable rising interest in working remotely.  

 

 

https://newsroom.accenture.com/news/cloud-migrations-can-reduce-co2-emissions-by-nearly-60-million-tons-a-year-according-to-new-research-from-accenture.htm


  

Research published in the American Economic Review in 2017 found that, among their survey 

respondents, employees were willing to take an 8% pay cut to work from home.  

 

 

 

 

 

While continuing safety concerns could be a factor, greater employee satisfaction and 

productivity are also playing a role. As a recent research proves, there is a correlation between 

remote work and enhanced happiness, some of which is attributed to removing the stress of 

daily commuting.  

 

 

 

 

  

 

 

The same survey found that, across  

all industry sectors, 38% of 

employers surveyed expect their 

remote employees to continue 

working two or more days per week 

outside the office, compared to 22% 

of respondents prior to the 

pandemic. 

According to McKinsey, employees 

who have worked remotely during the 

pandemic have reported increased 

confidence in their productivity. The 

number of people saying they worked 

more productively at home rose by 

45% from April to May 2020.  

 

https://www.economist.com/briefing/2020/09/12/covid-19-has-forced-a-radical-shift-in-working-habits
https://www.mckinsey.com/featured-insights/future-of-work/whats-next-for-remote-work-an-analysis-of-2000-tasks-800-jobs-and-nine-countries


  

Managers of distributed teams will become more flexible and focus on results rather than face 

time. Communication is paramount, and managers need to be clear and intentional in the way 

they communicate assignments and objectives. Regular check-ins are essential. Team members 

must be encouraged to connect frequently and find efficient ways to update each other on 

essential project information. Both managers and team members must become more flexible 

and switch comfortably between different modes of work, sometimes working independently 

and, other times, collaboratively. Increased flexibility will benefit everyone in the long run, 

especially during crises – when flexibility can be one of the greatest predictors of success.  

*** 

 

All in all, many companies and employees have realized that remote work can viably continue 

once the pandemic has passed. Besides making employees happier and more productive, it also 

can save companies a considerable amount of money – with advances of technology. 

  



  

 

 

 

 

 

 

 

 

 

The coming 2021 year will likely see unprecedented investment in the Insurance industry. 

Insurers of all sizes will emphasize cost optimization, which will add momentum for insurtech 

startups since these companies leverage technology. According to the report by CB Insights, 

insurtech funding increased by 52% from the second to the third quarter in 2020. This trend 

should continue in 2021 as there is a significant demand for digital insurance services from 

both businesses and consumers. According to a recent report from the Association for 

Cooperative Operations Research and Development (ACORD), a non-profit organization in the 

Insurance industry, the percentage of consumers interacting with their insurers via digital 

channels has doubled globally since 2015.  

 

 

It is not only customer facing services that need a revamp. Internal process optimization can 

help save costs, too. According to a report by Novarica, a consultant to the Insurance industry,  

“… between 15-25% of insurers, depending on the segment, are increasing investments in big 

data technology, AI, machine learning, unstructured text analytics, sensors, and drones.” Many 

companies are choosing to migrate to the cloud, and this trend will continue as the cloud offers 

access to the latest technology at a lower cost. 

https://www.cbinsights.com/research/report/fintech-trends-q3-2020/
https://www.dig-in.com/news/insurance-digital-interactions-double-in-five-years
https://novarica.com/2020/08/analytics-can-i-trust-it/


  

In 2021, we will see more and more digitized underwriting, policy administration, and claims 

processing. The U.S. Claims Digital Experience Study by J.D. Powers states that P&C insurance 

policyholders' use of digital channels in claims has increased by 18% over the past three years, 

and this is likely to continue to rise.  

 

Financial markets saw extreme volatility in 2020, and the extent of damage to the economy 

remains to be seen. We expect technology investment to be uneven in 2021, with some firms 

seeking to minimize IT costs, while others increasing investment, so they could emerge from the 

pandemic stronger.  

 

 

 

 

 

By 2020, most investment managers used the cloud in one way or another. However, only few 

took full advantage of cloud-native capabilities. In 2021, many organizations will initiate 

migrations to Snowflake, Amazon RedShift, or Azure DataExplorer. These new platforms take full 

advantage of cloud-native scalability and data sharing capabilities. Migration should also 

increase interest in cloud native ETL products, such as Matillion. 

 

 

Google might help you find the name of a movie you saw a few years ago with a few keywords, 

but it will not help an analyst find a research report written last quarter. For corporate users, 

new products will help aggregate and navigate enterprise data. At the forefront of these 

products are natural language search engines, such as ThoughtSpot and Coveo. In 2021, 

DataArt expects to see increasing adoption of these and similar technologies and rising interest 

in products that provide a single point of access to enterprise data. 

 

https://www.jdpower.com/business/press-releases/2020-us-claims-digital-experience-study
https://www.matillion.com/


  

At the end of 2020, many investment managers still have infrastructures that were created 

organically over many years, often after merges and acquisitions. Within larger companies, this 

often results in duplication of functionality and a massive increase in IT and compliance costs. 

Complex application infrastructures are also inconvenient for corporate users. They often need 

to jump from one app to another in the course of their work. In 2021, we expect continued 

interest in harmonization and platform development aided by innovative platform building 

products such as OpenFin and Beacon. 

 

Everyone is on the cloud these days, but serious trading still requires colocation with the 

exchange. Neither have market data products fully moved to the cloud. We expect stock 

exchanges and market data providers to begin the transition toward cloud-based services and 

low latency access from the cloud. That transition would also involve moving away from 

proprietary technologies toward newer systems, like Snowflake, that are slowly becoming the 

standard for data management on the cloud. 

 

 

Many popular trading applications are dated and require extensive reworking to simplify the 

end-user experience. Larger trading technology providers are also looking to make trading 

interfaces more modular. Modularity would give end-users the flexibility to mix and match their 

favorite components and build an ideal trading workstation according to their personal 

specifications. Both simplicity and modularity are within reach but require technology 

investments into modern front-end stacks, UX teams, micro frontends, and helpful platforms, 

such as OpenFin. 

 

 

https://openfin.co/
https://www.beacon.io/


  

Established capital markets participants will likely continue investing in automation. Manual data 

entry processes and disconnected application infrastructures have to go. Open platforms, 

standardized APIs, and extensive investments in robotic process automation (RPA) will continue 

in 2021. 

To no one’s surprise, the FinTech sector continued to see rapid growth and innovation in 

2020. To a large extent, it was a continuation of the familiar trends that have been in place for at 

least the past five years. The younger generation of customers has continued to bypass or 

abandon traditional financial institutions in favor of fully digital banks and embedded financial 

services. In response, traditional financial institutions have continued to increase the pace of 

innovation and digitalization to try to catch up with their more innovative, nimble and agile 

FinTech competitors. 

 

However, as in many other industries, the COVID-19 crisis has added fuel to the fire by putting 

an even greater impetus on digitalization across all sectors of the financial services industry, 

from banking to investments to insurance. Before the crisis, the greatest emphasis on 

digitalization for established financial institutions was on transforming the customer experience. 

When the crisis began, companies were suddenly faced with a critical need to transform their 

operations and adapt to working in a remote environment, with customer support and back-

office operations moving from branches and customer service centers to bedrooms and living 

rooms. This transformation made it abundantly clear to even the most conservative of executive 

suites and boardrooms that their organizations could no longer afford to dither in transforming 

their technology capabilities. All of this creates enormous opportunities across the entire FinTech 

ecosystem. 

 

 

 



  

Digitalization of customer interaction will also require financial institutions to increase their 

focus on cyber security, KYC, and fraud detection, in which data and AI/ML technologies play a 

major role. 

 

 

In 2021, we should expect a renewed push by the established financial institutions to transform 

and modernize their business models and business operations. To do this, they will have to 

increasingly look to either bypass their existing core systems in favor of modern technology 

platforms built from the ground up, or to surround their core platforms by a host of customer-

facing, as well as enterprise-facing FinTech solutions. Many financial organizations are so far 

behind in their technology transformation that they will be forced to partner with the new 

generation of financial services players who can offer them front-to-back white labeled 

solutions, such as many banks have done by partnering with various digital lending start-ups to 

offer digital banking solutions to their customers.  

 

 

Despite all the efforts, banks and other financial institutions will continue to face major 

challenges not only from FinTech start-ups, but also from large social media and retail players, 

such as Facebook, Google, Apple and Amazon, who are continuing to expand their push into the 

financial services arena. By sitting on a mountain of customer data, including demographics, 

interests, preferences and payments, the social media companies have a significant 

informational advantage over financial institutions. Financial institutions will have to meet these 

challenges through co-operation with each other, as well as by working with many FinTech 

players who can help financial institutions overcome this informational asymmetry. 

 

 

 

 

While the essence of financial services may not be changing all that much, the way we consume 

financial services and interact with financial service providers will be completely unrecognizable 

ten years from now, compared to ten years ago. 

 

 



  

Now that the work-from-home genie is out of the bottle, many people will want to continue 

working from home after the pandemic has passed. Information security engineers will need to 

focus on ensuring the security of employee home networks. Corporate tools like VPNs will 

continue to be used, but security teams are like to examine home router and Wi-Fi 

configurations in order to ensure that they meet a security baseline. 

 

 

When employees are using remote telecommunications channels while working from home, it 

can be hard to verify their identity as well as the identity of other people they are e-

communicating with. Companies will have to offer more sophisticated training, including test-

phishing campaigns, to help employees distinguish legitimate messages from phishing attacks 

intended to steal business and personal data and credentials.  

 

 

The battle between business and government regarding cryptography and privacy is likely to 

escalate. The authorities have already asked businesses to create legitimate backdoors that will 

allow them to review suspicious communications and prevent terrorism, money laundering and 

other crimes. Companies have steadfastly refused to do so, stating that such features could be 

compromised. The argument became more pronounced during the pandemic given 

governments’ desire to implement contact-tracing. We anticipate legislation to put a stop to 

end-to-end encryption, along with lawsuits to fight the legislation. 

 

 

Since most employees have switched to remote work, the load on company servers has 

increased dramatically. That was the trigger to migrate to public clouds as they are more 

reliable and operate under a shared responsibility model. Unfortunately, companies have not 

been proactive in terms of security inside the cloud, and many initiated cloud hardening efforts 

only after data has been compromised. 

 



  

With borders closed around the globe, the travel sector has suffered more than any other 

industry. Business and leisure travel ground to a halt. During the first months of the pandemic, 

 

 

 

 

When the pandemic struck, many travel companies were already in the early to mid-stages of 

digital transformation. Digitization and automation will be the keys to achieving realistic and 

measurable cost optimization going forward. Cancellations, customer engagement and crowd 

management are just a few of the areas that could be impacted. 

With the huge amounts of data travel companies have available, they can use AI algorithms to 

make rapid decisions with real-time financial transparency. They will be able to manage 

spending in near real-time to improve budget management and liquidity as well as increase 

regulatory compliance and maximize profitability. Migration to the cloud will also help 

companies optimize costs and move expenditures from CapEx to OpEx, with attendant tax 

benefits. Contactless technology introduced during the pandemic is likely to be permanent, as 

will be digital payment methods, better crowd management and more stringent sanitation 

measures.  

 



  

Clearly, budgets of organizations in the travel sector are under great scrutiny. We have found 

companies diverting resources to improving efficiencies and offering greater customer service – 

both symptomatic of wanting to reduce hard costs and aiming to be leaner and more 

competitive when the industry recovers. ROI is more important in planning for IT projects now, 

and organizations demand visibility, accountability and predictability – almost like a 

compartmentalization of activities. Outsourcing IT projects will become more widespread as 

organizations seek to be leaner, rely on deep expertise on a fast but temporary basis, and hold 

partners accountable.  

 

 

Traditionally, business travel is more volatile and slower to recover than leisure travel following 

economic downturns. Business travel is likely to return in phases, possibly by as much as 70% 

overall by this time next year in a best-case scenario. However, success in defeating the 

pandemic will combine with the strength of the economy throughout 2021 to determine the 

level of recovery.  

 

 

  



  

Obviously, the pandemic has had a tremendous impact on the Healthcare industry, taxing 

healthcare providers to the extreme. Throughout the world, healthcare systems were 

overwhelmed and sought to shift all available resources to care for the vast influx of critically ill 

COVID patients. Patients not severely ill or experiencing life threatening injuries were forced to 

postpone procedures or seek care remotely. As a response, telehealth and virtual health 

screenings are on the rise, and this will likely continue post-COVID.  

 

 

 

 

While telehealth technology has existed for several years, patients were slow to adopt this 

alternative. However, the pandemic left no choice, and offered patients the opportunity to 

experience the convenience. 

Doctors’ offices have also become significantly more reliant on all types of digital technology. 

For example, virtual waiting rooms that employ downloadable apps for patients to register and 

receive permission to enter have become enormously popular, and this is also likely to continue. 

AI innovations for clinical decision support will become increasingly accepted by medical 

professionals and patients alike. 

 

 

There is little doubt that health checks will become a part of the standard airport screening 

process across the world. Now that a vaccine is about to be introduced, proof of vaccination is 

likely to be required by many airlines and could be mandated for entry into many countries. The 

specific implementation remains to be seen. It may come in the form of a contactless 

temperature check, express blood tests at the airport, or a health passport. Regardless of the 

specifics, there will be substantial changes to our experiences as patients and travelers. 

 

 

Another segment of Telehealth is Telepsychiatry and virtual addiction services, such as 

Monument. Between social isolation and excessively high unemployment that is approaching the 

Great Depression levels, we have seen a rise in the need for these kinds of mental health 

 

https://joinmonument.com/


  

services. Unfortunately, there is also an elevated risk of alcoholism, drug addiction, depression, 

and suicide that is likely to last for some time to come. 

 

 

The popularity of telehealth has given rise to new applications of the medium. Wellness and 

fitness apps and mental health apps are proliferating. Telehealth will also make healthcare more 

affordable and accessible, particularly in remote regions, while AI-powered decision support 

will make telemedicine more accurate. 

AI-powered solutions have been developed to help doctors perform COVID triage. Pandemic 

modeling has made a quantum leap in sophistication and can be used to help predict how 

disease will spread, how various regions will be impacted, and more. It is a vital tool in informing 

decisions by governments and public health officials. 

In addition, remote monitoring has been introduced for elderly patients who could be at a 

significant risk from personal office visits. Vital signs and other information are transmitted 

digitally, and alarm systems notify medical personnel and family in case of concerning changes. 

Given that this contributes significantly to senior health, these measures are likely to remain  

in place.  

 

  



  

The pandemic’s impact on the Media and Entertainment industry have been far-reaching but 

uneven. On the one hand, consumers are drastically increasing the time spent on digital media 

channels, and demand for news and entertainment content has skyrocketed. On the other, 

the lockdown halted the production of new content and put a temporary end to live events and 

sports. Many media outlets, such as video and music streaming platforms, have seen a rise in 

subscription revenue even as advertising spend declines. Many media organizations have 

responded to consumer demand by temporarily lowering paywalls and offering free trials.  

 

 

 

 

 

 

Although this is not a new trend, the pandemic has further demonstrated the value of the cloud 

for Media and Entertainment companies – from hosting to distribution and business intelligence 

and analytics. As a consequence, we have seen a surge in cloud migration and data management 

projects. Some long established media businesses struggle to adapt to an agile software and 

service culture to quickly respond to changes in consumer behavior. 

Many digital media businesses can derive extraordinary benefits by switching to microservices 

in combination with serverless architecture. Serverless deployment allows companies to 

execute and scale functions in immediate response to fluctuations in market demand. The 

greatly enhanced flexibility for expansion allows developers and the IT operations team to focus 

on critical business tasks. 

Finally, the need for analytical solutions will only grow stronger for all players in the Media and 

Entertainment arena – from internal business intelligence solutions that enable companies to get 

a clear picture of the state of their business and make real-time proactive decisions, to 

specialized analytical applications for content creators, advertisers, and consumers. 

 

 

 



  

Perhaps, the biggest shift in the creative industries is happening in production operations. One 

example is the rise of virtual production. From 2009’s Avatar to more recent productions, such as 

The Lion King and The Mandalorian, technical advancements have made it possible for studios to 

shoot a blockbuster in a completely virtual environment. The future of this technology may 

revolutionize everything we think we know about content production, and it will have far-

reaching effects on media and entertainment.  

In addition, the long-standing Hollywood policy of releasing blockbuster films exclusively in 

theatres has been supplanted by in-home streaming from day one as the new Hollywood 

normal for the foreseeable future. Finally, the pandemic has given a massive boost to cloud-

based mobile gaming, especially with the advent of 5G networks. 

 

 

The industry has definitely learned valuable lessons from the pandemic, but the state of the 

players and their readiness for a new disruption varies widely. Some players in the industry are 

making efforts to diversify into more stable and digitally based revenue streams through 

technology investments, which should help insulate them from future disruptions. For example, 

a mass media company, Condé Nast is investing 10 percent of revenues into technology and 

content to boost online subscriptions and ecommerce while reducing dependence on 

advertising revenue. It is yet hard to guess the full extent of such efforts, and how far they have 

progressed across the entire industry. As the adoption of technology speeds up, the willingness 

of companies to experiment and invest in digital technologies will determine how well they can 

futureproof their businesses.  

  



  

In Retail industry, the most marked and obvious response to the pandemic has been the vast 

increase in online shopping and home delivery. As a consequence, retailers have invested 

significant resources into omnichannel strategies and implementation. With shoppers locked 

down at home, retailers were forced to focus new ways to engage with customers. The supply 

chain was heavily impacted. 

 

 

 

 

The focus shifted from global to local, and retailers created micro fulfillment centers and 

converted retail locations into “dark stores,” or fulfilment centers, to be closer to customers and 

ensure product availability.  

Flexibility will be vastly more important for retailers going forward, and they need to be able to 

rapidly adapt to new circumstances. IT strategy will also focus on agility to help companies make 

changes quickly and adopt new technologies as necessary. Combined fulfillment centers will 

facilitate delivery from warehouses and the closest stores, while retailers will partner with third 

parties to improve delivery capabilities.  

Earlier this year, DataArt conducted a survey and found out that 40% of respondents plan to 

transform their businesses by 50%, while 33% will change their businesses completely, and 11% 

will transform their core business. Only 9% will carry on with the status quo.  

 

 

Once the pandemic has ended, we anticipate permanent structural changes in the retail 

business. In our view, consumers are likely to increase shopping online and visit retail locations 

https://lp.dataart.com/retail-report-during-coronavirus


  

less. Every retailer will have an online presence. At the same time, customers will become more 

demanding in terms of service, quality and delivery speed.  

 

 

As retailers seek to satisfy increasingly demanding customers, they will rely more on data 

management and analytics to serve customer and satisfy individual preferences. A 360-degree 

customer view, which entails storing all customer-related data in a single location with real time 

access and visualization, will improve transparency and enhance decision making. Retailers will 

need to see the history of interaction with each customer through multiple channels, along with 

purchase histories and social media behavior. Data analytics and visualization will help create 

highly personalized offers for each individual customer through the preferred channel. Demand 

for IT solutions to make online shopping easier will increase, while retailers will demand more 

sophisticated automation and robotics solutions to improve logistics.  

 

 

The pandemic revealed the weakness in the global supply chain. When the lockdown was 

implemented, retailers faced empty warehouses when long haul shipments failed to arrive. 

Going forward, the industry will emphasize localized supply chains that are closer to the 

consumer, which will speed up deliveries and facilitate a richer and more diverse product line. 

Retailers will seek to replace distant manufacturers and suppliers with local alternatives. 

 

 

Having experienced an explosion of online orders during the spring lockdown, retailers have 

made significant efforts to make their systems more robust. Over the course of the year, 

retailers expanded delivery options, invested in improving data insights, expanded voice 

technology and contactless payments, and increased the use of radio frequency identification 

(RFID) to enhance inventory management. Based on these measures, the Retail industry is far 

less vulnerable to disruptions.  

Nonetheless, the challenges posed by increasingly demanding customers can only be met 

through technological innovation. Retailers will be ready to invest in research and design and 

look to tech companies to help them innovate. For tech firms, competition for business will 

increase. As retailers become leaner and more agile, they will expect agility from tech providers 

as well.  



  

Looking forward into the coming year, we have reasons to be optimistic. With Pfizer and 

Moderna bringing vaccines to market, there is hope that we will conquer the virus. But what 

changes can we expect going forward? 

In the coming year, the labor force will look drastically different than it did pre-pandemic.  

The pandemic has demonstrated that we can accomplish myriad tasks remotely, without any 

significant drop in productivity or quality. While employees appreciate increased flexibility, there 

are still many situations in which face-to-face interaction is necessary – to facilitate 

collaboration, build relationships, address complex challenges and brainstorm ideas. Remote 

work also poses some challenges. It can lead to longer workdays, blurred work-life boundaries, 

and declines in mental well-being for some. These are all complex issues companies will need to 

address in rethinking their work arrangements.  

 

 

 

 

Many services and technologies have undergone a shift in their audience demographics. 

While younger consumers preferred digital applications pre-pandemic, they now crave human 

experience. Conversely, older consumers who avoided digital technologies have been forced to 

adopt them. This change extends through almost every industry.  

The pandemic will also leave behind a legacy of stratification, both in business and in society. 

Those with the resources, education, and opportunity to work remotely have weathered the 

pandemic with their lives relatively intact. Those without opportunities and resources have 

suffered, and the severity of the pandemic’s impact on different populations and demographics 

has shined a light on deep veins of inequality in our society.  

For years to come, we will continue to feel the impact of the COVID 19 pandemic in a variety of 

ways. One thing, however, is certain.  
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